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LETTER FROM OUR CEO
R O Y  B R I C K E R

Welcome to Paragon Payment Solutions!  We appreciate you entrusting the processing needs of your business to us! 

 

Brought to you by a team that has dedicated their careers to creating solutions designed specifically for software

providers and their customers, Paragon knows integrated payment processing. In fact, it’s all we do. 

We also know that your job is to manage and grow your business, not to worry about payments. That’s where we come

in: to ensure businesses like yours capture every sale with secure, cost-effective, easy-to-use and reliable payments

solutions.   

By selecting Paragon and the PURE Processing Platform to power your payments, have peace-of-mind knowing each

and every transaction we handle will be processed quickly and efficiently while the security of your customers’ credit

card information is top priority. Through the Platform, you’ll have access to our virtual terminal to process payments in

the event your software application is unavailable as well as helpful documentation. Our friendly and knowledgeable

Customer Care team will be available when you need them and will offer best-in-class service every time you call. 

I understand that the most important part of our job starts after you sign a processing agreement with us. So, on behalf

of the entire Paragon team, welcome and we look forward to a long-lasting business relationship that exceeds your

expectations. 

Sincerely,

Roy Bricker

Chief Executive Officer

Paragon Payment Solutions 
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ACCOUNT
ACTIVATION

Let’s get down to business and activate your

account! Together with your software provider,

Paragon’s knowledgeable Customer Care team will

get you up and running in no time. 

Contained in your Welcome Email are credentials

to enable integrated payment processing via your

software application.  For assistance with this

process,  contact your software provider directly.  

If you received new point-of-sale hardware and

need assistance with setup or would like to

schedule training on the features and functions of

your device, contact Paragon's Customer Care

team.  To help us provide exceptional service, 

please have your Merchant ID number (located in

your Welcome Email) available for reference when

you call. 

PARAGON CUSTOMER CARE

800.884.5208, Option 1

customercare@paragonsolutions.com
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More than just a reporting portal, PUREsight is a self-service
merchant transaction and customer management platform
featuring real-time transaction reporting, virtual terminal,
recurring billing, settlement and chargeback reporting and
access to billing statements. With PUREsight, users can easily
manage merchant processing accounts and process
transactions through a single sign-on.

Upon approval of your account, you received a welcome
email with credentials to login to your account. 

Login to PUREsight at:

https://mypuresight.com

REPORTS

/ Access real-time gateway transaction reporting, statements,

settlement and chargebacks powered by Viewpoint single sign on.

Gateway only merchants have access to a
comprehensive selection of reports via PUREsight
designed to  provide visibility into your business. 

Upon approval of your account, you received a welcome
email with credentials to login to your account. 

Login to PUREsight at:

REPORTING FOR GATEWAY ONLY MERCHANTS

TRANSACTION AND 
CUSTOMER MANAGEMENT:

Please contact us via email or phone.

Paragon Payment Solutions

Customer Care

(800) 884-5208, Option 1

customercare@paragonsolutions.com  

QUESTIONS & TRAINING

https://mypuresight.com 

PUREsight

VIRTUAL TERMINAL

/ Easily and securely Process credit & ACH transactions.

ADMINISTRATION 

/ Manage users, customize receipts, fraud filters, wallet

settings and more.

HELP CENTER

/ Interactive user guide, FAQ’s, release notes and more. 

https://mypuresight.com/
https://mypuresight.com/
https://mypuresight.com/


CARDHOLDER DATA 
SECURITY
The Payment Card Industry Data Security Standard, or PCI DSS for short, is a set of requirements that all businesses—regardless

of size—must adhere to in order to accept payment cards. The purpose is to ensure the security of cardholder data and to help

prevent credit card fraud, hacking, and other security issues.

The twelve PCI DSS requirements catalog best practices that businesses should follow when handling customers’ payment cards

or payment card information. They are broken down into six different categories:

IN ORDER TO SATISFY PCI COMPLIANCE REQUIREMENTS,

THE FOLLOWING STEPS MUST BE COMPLETED:

Identify which Self-Assessment Questionnaire (SAQ) is appropriate for your business.

Complete the SAQ according to the instructions and guidelines.

Complete and obtain evidence of a passing vulnerability scan with a PCI SSC Approved

Scanning Vendor (ASV).

Complete the relevant Attestation of Compliance in its entirety.

Submit the SAQ, evidence of passing a scan and the Attestation of Compliance, along

with any other requested documentation to your merchant services provider.

Requirement 1: Install and maintain a firewall configuration to protect cardholder data
Requirement 2: Do not use vendor-supplied defaults for system passwords 

BUILD AND MAINTAIN A SECURE NETWORK 

PROTECT CARDHOLDER DATA
Requirement 3: Protect stored cardholder data
Requirement 4: Encrypt transmission of cardholder data across networks

Requirement 5: Use and regularly update anti-virus software
Requirement 6: Develop and maintain secure systems and applications

MAINTAIN A VULNERABILITY MANAGEMENT PROGRAM

IMPLEMENT STRONG ACCESS CONTROL MEASURES 
Requirement 7: Restrict access to cardholder data by business need-to-know
Requirement 8: Assign a unique ID to each person with computer access
Requirement 9: Restrict physical access to cardholder data

Requirement 10: Track and monitor all access to network resources and cardholder data
Requirement 11: Regularly test security systems and processes

REGULARLY MONITOR AND TEST NETWORKS

Requirement 12: Maintain a policy that addresses information security
MAINTAIN AN INFORMATION SECURITY POLICY
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ABOUT THE SAQ AND SCANNING PROCESS 

Identify which Self-Assessment Questionnaire (SAQ) is appropriate for your business. Complete the SAQ according to the

instructions and guidelines. Complete and obtain evidence of a passing vulnerability scan with a PCI SSC Approved Scanning

Vendor (ASV). Complete the relevant Attestation of Compliance in its entirety.  Submit the SAQ, evidence of passing a scan and

the Attestation of Compliance, along with any other requested documentation to your merchant services provider.

There are multiple versions of the SAQ to fit different business categories. For instance, version "A" applies to card-not present

(e-commerce or mail/telephone order) merchants where all cardholder data functions are outsourced, whereas version "C"

applies to businesses with point-of-sale systems connected to the internet with no electronic cardholder data storage.

Merchants who store cardholder data on their computer systems are required to answer the most comprehensive and lengthy

version "D" which consists of over 200 questions. The SAQ can be difficult to understand and time consuming to answer. Using

a third party compliance company makes compliance validation easy; generally merchants can work through a personalized,

guided interview that simplifies the complexity of the SAQ.

In addition to the annual Attestation of Compliance (AOC) merchants are required to use a PCI Authorized Scanning Vendor

(ASV) to perform quarterly network vulnerability scans. ASVs are organizations which perform the quarterly external scans for

merchants and have been qualified and pre-approved by the PCI Council. It is required that all companies submitting quarterly

network scans use a company who has achieved ASV status. 

We understand that PCI DSS compliance can be intimidating and overwhelming. Paragon is committed to helping customers

simplify the cost, burden and hassle of meeting compliance requirements by offering solutions that dramatically reduce the

cost and effort required to validate annual compliance. Download our Merchant PCI Compliance Guide for more information. 

As a valued customer, you’re eligible to receive assistance completing
your SAQ as well as quarterly network scans through our Merchant PCI
Compliance Program provided by Security Metrics. 

To get started, contact Paragon Customer Care. 
800-884-5208, Option 1 / customercare@paragonsolutions.com

Point-To-Point Encryption (P2PE) 
Merchants are still in-scope, but are eligible for an
abbreviated SAQ.  Merchants using PCI-validated P2PE
are exempt from scans.  

Hosted Payment Page 
Merchants are still in-scope, but are eligible for an
abbreviated SAQ. Card-not-present merchants may be
exempt from quarterly scans.

Tokenization 
Merchants are still in-scope, but are eligible for an
abbreviated SAQ.
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EMV 
EMV is not a PCI requirement, but guarantees the validity
of a card, ensuring that it has not been fraudulently
reproduced, reducing the risk of fraud. 

http://paragonsolutions.com/merchant-compliance-information


Card Present Transactions
POINT-OF-SALE GUIDELINES - FRAUD PREVENTION FOR

 

When you conduct business in person, you deal primarily with card-present transactions. This type of transaction occurs when both the
cardholder and the card are physically present. Face-to-face transactions make it easier to identify behavior associated with credit card
fraud. We’ve compiled tips and precautions to assist you in preventing fraudulent/criminal activity.

/   CHECK ALL CARD SECURITY FEATURES 

A chip payment card looks just like a traditional card with an
embedded chip in addition to the standard magnetic stripe on the
back of the card. 

The card is valid through the last date of the month. Do not
accept an expired card.

Some cards will have this feature, in which the card is not valid
until the date shown. Do not accept an invalid card.

Check the card for a chip

Check the expiration date

Check the valid date

/    SWIPE OR DIP THE CARD THROUGH THE 
POINT-OF-SALE SYSTEM

Avoid key entry whenever possible. If you must enter numbers
manually, be sure to get an imprint of the card and include the
CVV2/CVC2/CID in the authorization request. If an imprint of the
card is obtained, it is imperative that those receipts are locked and
secured at all times. 

/   AUTHORIZE THE TRANSACTION

All transactions must be authorized. Make sure to review the
authorization response and take the appropriate action:

Ask the customer to sign the sales receipt.

Return the card to the customer and ask for another form
of payment. Do not re-attempt.

Please refer to the Contact Information section for phone
number.

Keep the card if you can, do so peacefully. 

Approved

Declined

Call For A Voice Authorization

Pick Up

/   OBTAIN THE CUSTOMER'S SIGNATURE

Match the signature on the draft to the signature on the back of the
card. If the customer’s card is unsigned, request another form of
identification with a photo and signature. Request that the customer
sign the card and then compare signatures. If the customer refuses to
sign, inform them that you are unable to accept an unsigned card for
payment and request another form of payment.

/   LOOK FOR PHYSICAL EVIDENCE:

The customer’s signature doesn’t match the one on the card.
A MasterCard signature panel doesn’t contain the
MasterCard wordmark. 
A Visa card signature panel doesn’t contain the titled Visa
pattern.
The card is warped or has a dull finish.
The account number is titled or slanted, or the spacing is off.
The printed information is on top of the laminate surface of
the card. 
The printing on the back of the card is blurry or distorted.
Information displayed on the terminal or electronic printer
receipt does not match the account number on the front of
the card. 
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Card-Not-Present Transactions
POINT-OF-SALE GUIDELINES - FRAUD PREVENTION FOR

 

In the mail and telephone order business, payment by card is the preferred method-unfortunately it can be a risky one. When neither the
card nor the customer is physically present at the point-of-sale, the merchant experiences the greatest exposure to disputes,
chargebacks and fraud. Guidelines have been developed to help reduce this exposure for mail and telephone order sales.

/   AUTHORIZE EVERY SALE ON THE ORDER DATE

Authorizations are valid for a specific number of days: Visa—up to
7 days, MasterCard—up to 30 days. Merchandise must be shipped
and sales must be deposited within these timeframes or the
authorization will expire. If your shipping date exceeds these
timeframes, obtain a new authorization code before shipping the
merchandise. 

/   RECORD THE CARD ACCOUNT NUMBER

A Visa card number begins with a 4, while a MasterCard card
number begins with a 5 or 2 and both have 16 digits.

/   ASK FOR BOTH A BILLING AND A SHIPPING ADDRESS

If the addresses differ, determine whether the difference
seems reasonable.

/   USE PARAGON’S ADDRESS VERIFICATION SERVICE (AVS)

AVS enables you to compare the billing address provided by the
customer with the billing address on file at the card’s issuing bank.
You receive a verification code indicating if there  is a match. While
this is not a guarantee against chargebacks, it allows you to make
more informed decisions before shipping. This FREE feature can be
activated in the Paragon Platform.

/   DO NOT DEPOSIT SALES UNTIL THE SHIP DATE

Visa and MasterCard regulations do not permit merchants to
receive payment for sales until the goods or services are
delivered to the customer. Obtain an authorization on the order
date, but don’t deposit the sale until the ship date. Visa
transactions for customer-ordered merchandise may be
deposited on or after the order date, under the condition that the
merchant has informed the customer that they will be billed prior
to shipping.

/   MAIL AN ORDER CONFIRMATION NOTICE TO 
THE CARDHOLDER PRIOR TO SHIPPING

This will not prevent chargebacks, but may reduce the number of
inquiries and ticket requests.

/   ASK FOR THE CUSTOMER’S PHONE NUMBER

Ask for the phone number not as a condition for accepting the
sale, but as a customer service tool. This enables you to call the
customer for various reasons; to inform that merchandise is back
ordered, to request another form of payment if the authorization
is declined or to verify information if the caller seems unclear
about address details. 

Beware of callers with shaky voices or delayed responses to
questions. This may indicate that the caller is not comfortable
with the information. 

Rush orders are a favorite weapon of the “here today/gone
tomorrow” schemes. 

Most delivery services will not deliver to these addresses. This
may indicate lack of a permanent address.

Be suspicious of toll-free telephone numbers when given as the
day or evening phone number. Attempt to get a direct line
instead.

Merchants often know the amount of an average sale. Be wary
of those transactions that greatly exceed the norm

Hesitant caller

Rush orders

P.O. Boxes and mail receiving services

1-800 return phone numbers

Above average transaction amounts

/   ASK FOR THE CODE ON THE BACK OF THE CARD

WARNING SIGNS FOR FRAUDULENT TELEPHONE AND
MAIL ORDER TRANSACTIONS

Visa cards verification value 2 (CVVW) or MasterCard card
validation code 2 (CVC2). Merchants who request the code will
receive a match or no match response when entering the
transaction into a terminal for processing.
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E-Commerce Transactions
POINT-OF-SALE GUIDELINES - FRAUD PREVENTION FOR

 

Recognizing fraudulent behavior when taking orders online can be trickier because neither the customer nor the credit
card is physically present, but there are still many ways you can prevent fraud and reduce chargebacks.

/   WHEN PROCESSING ELECTRONIC COMMERCE TRANSACTIONS, BE ALERT FOR THE FOLLOWING:

Orders consisting of multiples of the same item or big-ticket items that maximize resale value and profit potential.
Orders shipped rush or overnight to deliver fraudulently obtained items as soon as possible for quick resale.
Orders from internet addresses using free e-mail services that do not require billing information or any way of verification that an
account was opened by a legitimate cardholder. 
Transactions with similar account numbers. This may indicate account numbers used have been generated using software available.
Orders shipped to a single address with transactions placed on multiple cards as this may indicate fraudulent use of account number
generating software or a batch of stolen cards.
Multiple transactions on one card over a very short period of time as this could be an attempt to 'run a card' until the account is
closed. 

Create a Frequently Asked Questions (FAQ) page that
includes questions and answers on how consumers can
protect themselves when shopping online.
If you are using Verified by Visa or MasterCard
SecureCode, add the logo to your home page, security
information page, and checkout pages. Also, include
instructions on how both programs work.
Ask for the code on the back of the card
Visa cards verification value 2 (CVV2) or MasterCard
card validation code 2 (CVC2). 

AVS compares the billing address provided by the
customer with the billing address on file at the card’s
issuing bank. You receive a verification code indicating
a match or non-match. While this is not a guaranteed
against chargebacks, it allows you to make more
informed decisions before shipping. This FREE feature
can be activated in the Paragon Platform.
Create a page that educates visitors and customers
about your website’s information security practices
and controls.

/   BEST DATA SECURITY PRACTICES FOR YOUR  E-COMMERCE WEBSITE
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ADDITIONAL BEST PRACTICES & FRAUD PREVENTION TIPS

/   RULES FOR VISA MERCHANTS /   AMERICAN EXPRESS MERCHANT OPERATING GUIDE

/   MASTERCARD MERCHANT RULES MANUAL /  PAYMENT CARD INDUSTRY COMPLIANCE

https://usa.visa.com/dam/VCOM/global/support-legal/documents/card-acceptance-guidelines-visa-merchants.pdf
https://icm.aexp-static.com/Internet/NGMS/US_en/Images/MerchantPolicyOptBlue.pdf
https://www.mastercard.us/en-us/about-mastercard/what-we-do/rules.html
https://www.pcisecuritystandards.org/


/   STATEMENT GUIDE

This is the total amount of fees
deducted from your bank account.  

Overview of your deposit activity
and discount fees for the month by
card type.

Breakdown of your
 transactions and card brand fees

for the month.

Daily breakdown of your deposit
activity and discount fees by 
card type.
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HAVE QUESTIONS?

Call us at 800.884.5208, Option 1
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Frequently Asked Questions

/    NOW THAT I HAVE RECEIVED MY WELCOME KIT, WHAT IS THE NEXT STEP IN GETTING STARTED?

Contained in your Welcome Email are credentials to enable integrated payment processing via your

software application.  For assistance with this activation,  contact your software provider directly.  

/   WHEN WILL I RECEIVE MY DEPOSITS IN MY DDA ACCOUNT?

Your credit card deposits will typically post to your DDA within 1-2 business days from the date of

transaction settlement.  Next-day funding is available for qualifying merchants. 

/   HOW DO I RECEIVE MY STATEMENTS? 

Statements are available online at https://mypuresight.com. Some merchants may also receive paper

statements. For more information, please contact our Customer Care team at

(800) 884-5208.

/    HOW AND WHEN ARE THE PROCESSING FEES DEDUCTED FROM MY ACCOUNT? 

Processing fees are deducted at the beginning of each month, for the previous month's processing activity.

/   WILL MASTERCARD, VISA, DISCOVER AND AMERICAN EXPRESS BILL ME SEPARATELY?

/    WHAT DO I DO WITH MY COPIES OF THE SALES DRAFTS (RECEIPTS)?

/    WHAT DO I DO IF MY POINT-OF-SALE SYSTEM/DEVICE IS NOT OPERATIONAL?

Your Visa, MasterCard, Discover Debit and AMEX Opt Blue fees will be billed by Paragon. All fees will

appear in your monthly statements. If you have a direct relationship with AMEX, those fees will

continue to be billed by AMEX.

All sales drafts should be stored by the merchant in a restricted access area. You should retain all

original receipts or legible microfilm copies for at least three years after the transaction date.

In the rare case your software or device is not operational,  process payments via Paragon’s Virtual

Terminal via the PUREsight portal. Please reference your Welcome Email for your account credentials. 

REGARDING YOUR MERCHANT ACCOUNT
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PARAGON PAYMENT SOLUTIONS
800.884.5208

PARAGON CUSTOMER CARE
800.884.5208, Option 1

VISA/MASTERCARD 
VOICE AUTHORIZATION 
800.944.1111

AMERICAN EXPRESS 
VOICE AUTHORIZATION
800.876.9786 

IMPORTANT
CONTACT
INFORMATION

/
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TERMS &
CONDITIONS
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Visit https://paragonsolutions.com/cb-terms-conditions/

Chesapeake Bank

Visit https://paragonsolutions.com/termsandconditions

WestAmerica Bank

https://paragonsolutions.com/cb-terms-conditions/
https://paragonsolutions.com/cb-terms-conditions/
https://paragonsolutions.com/termsandconditions
https://paragonsolutions.com/cb-terms-conditions/



